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CIMA : Cybersecurity Industry Market Analysis
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ÅSurvey cybersecurity markets and quantify the European industry 

and service sectors in this ICT product and service portfolio

ÅSurvey the import and export flows of cybersecurity products. 

Who are the large exporters and who are their clients?

ÅSurvey the cross border trade flows in the European Union
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Provide EU Commission independent 
and unbiased industrial cybersecurity 
strategy 

Objective



Cybersecurity Spending likely exceeding Cybercrime

ÅCybercrime costs the global economy $450 billion 
(Hiscox Insurance, 02/2017)

ÅCost to the global economy of cybercrime has 
been estimated at $445 billion a year (World 
Economic Forum, 02/2017)

ÅCybersecurity Economic Trade (Sales) 
amounted to ú650 billion in 2016

ÅBiggest Spent is Situational Awareness 
and Intrusion Detection

ÅOnly just over 500 mio ú was spent on 
training and education

Source: LSEC, 2018
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Global vs EU Cyber Market 2014 through 2016 - Spending

Source: LSEC, KMatrix 2017

ÅGlobal market value of EUR 605bn in 2016

Å 18% increase from 2015, compared with 
an increase of 22% between 2014 and 
2015

ÅEU market value of EUR 158bn in 2016

Å 17.4% increase from 2015, compared with 
an increase of 22% between 2014 and 2015

ÅEU accounts for 26.3% of global market
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Global Cyber Spending View  ςEurope vs RoW

Source: LSEC, KMatrix 2017 6

* Overall, the top 10 countries accounted for 69% of 
Cybersecurity sales in all three years and the top 20 
countries accounted for 82%.
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CyberSecurityIndustry Market Analysis 2018 : Global

ÅCybersecuritymarketisgloballya EUR 600 billion market, that is
expectedto growin the next five yearson averageby approximately
17% in termsof sales, numberof companiesand employment. The 
largestmarketisNorth America, followedby Asia and Europe.  

ÅLookingat global sales figures the USA is the dominant country 
(25.3% of global sales) followedby China (9%), Japan (8.3%) and 
Germany (5.7%). In Sales termsthe EU (includingthe UK) 
represented26% of the global market in 2016, abovethe USA, 
makingthe EU the single largestCybersecuritymarket in the world 
when accountedfor as a single market.  
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European Spending in Products and Services Breakdown

Source: LSEC, KMatrix 2017

ÅMajority of the spendingin infrastructureand
intelligence(situationalawareness)

ÅMore mature marketsspendmore in detection
andprevention, lessmature marketsspend
more in incident management andrecovery

ÅTraining andEducation onlyaccount for 500 m 
EUR

ÅProductsandservices heavilyfragmented(over 
1100 categories(level 5)

ÅContinuedgrowth from all product andservices 
categories, strongestgrowth still from top 
domains(Infrastructure, Application Security, 
SituationalAwareness)  
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CIMA 2018 Update 

ÅFrom both a sales, companyand employmentperspective, 
SituationalAwarenesshas been the largestCybersecuritymarket, 
followedby Infrastructure and Application Security spending.  The 
global Cybersecuritymarkethas grownrapidlyacrossall sub-sectors
over the last 3 years, varyingfrom 5% for Training and Education to 
25% for Identity and Access and for Outsourced/ ManagedServices 
in 2015/16, with the numberof global companiesand employment
growingat similarrates. EachCybersecuritysub-sectoris forecastto 
continue growingrapidlyat a similarrate (above10% per annumout 
to 2021) apart from Training and Education whichis forecastto grow
at a rate of just above5%.
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Source: LSEC, KMatrix 2017

Cyber Security Spending per EU Country 
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Cybersecurity Industry Market Analysis : Europe

ÅThe EU Cybersecuritymarkethas grown rapidlyacrossall sub-sectors
over the last 3 years, varyingfrom 4% for Training and Education to 
26% for Encryptionin 2015/16,with the numberof EU companies
and EU employmentgrowingat similarrates. EachCybersecurity
sub-sectoris forecastto continue growingrapidly at a similar rate 
(above10% per annumto 2021) apart from Training and Education 
which is forecastto grow at a rate of just above5%. Infrastructure 
(19%), SituationalAwareness(17%) and Application Security (17%) 
are the largestEU sub-sectorsin sales terms.
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European Landscape continued

ÅEurope is the location for the corporateheadquartersof 14%of the 
top 500 global Cybersecurityproviders, comparedto 75% for the 
Americas(North and South), 7% for Israeland 4% for Asia. 

ÅCybersecurityactivitiesand companieshave not emergedsolely
from the ICT sector, but from acrossa range of market sectors. 
Lookingat the sectorsinvolvedin deliveringCybersecurityproducts
and services for the EU in 2016, 31% of the sales value originates
from companiesthat are solely involvedin the Cybersecuritysector, 
22% originatesfrom companieswhosecorebusiness is ICT, 19% 
originatesfrom companieswhosecorebusiness isDefence/ 
Aerospace and 13% from companieswhosecorebusiness isSecurity. 
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Source: LSEC, KMatrix 2017

EU Cybersecurity Industry Market Breakdown*

*rely on some subjective assessments of company core activities and estimates of the proportion of revenues relating to Cybersecurity
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Source: LSEC, KMatrix 2017

EU Market Growth Potential ς2016 ς2020 (CAGR in %) 
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CIMA 2018 Update : EU Exec Summ: Public ςPrivate - Import
Å16 end user categories, based uponthe Cybersecuritymarketflows. The EU End 

User marketsin sales termscomprise Privateusers(45% of sales), Public users
(31%) ŀƴŘ άOtherέ usersόнр҈ύΦ ¢ƘŜ άOtherέ categoryis large becauseit includes
retail activities(10%) and un-attributableactivities(10%). The Public Sector
Cybersecuritymarketranges between24% (Germany) to 48% (UK. 

ÅThe EU imports EUR 8.5 billion from outsidethe EU, whichisapproximately
5.3% of the total EU Cybersecuritymarket in 2016. The percentage of imports 
into eachMemberState from within the EU (as opposedto outsidethe EU) 
varies significantlyby country, from 17% for the UK throughto 53% for France 
(2016 figures). Member States on averageimport 30% of products/ services 
from other EU countries and 70% from outsidethe EU: their EU imports range 
from 20% for Encryptionand Outsourced/ ManagedServices throughto 32% for 
SituationalAwarenessand System Recoveryand Data Cleansing
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Source: LSEC, KMatrix 2017

European Perspective End User Breakdown

Å 32% Public

Å 68% Private, of 
which 24% is 
unattributed

Å 44% relates to 16 
industries

Å Public % varies 
between 25-43% 
across the EU
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CIMA 2018 Update : Country Reports - Germany
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CIMA 2018 Update : Country Reports - France

© Leaders in Security ςLSEC ςCIMA, 2019, Public ςClosed User Group Distribution,  p 18



CIMA 2018 Update : EU Exec SummςEU Competitveness

ÅCybersecurityactivitiesand companieshave emergedfrom a range of market
sectorswhereEurope isstrong(ICT, defence/ aerospaceand security) ςthis
offers future opportunities. 

ÅThe Digital Single Market will promoteCybersecurityin the EU. The NIS 
directive will stimulateEU criticalinfrastructure sectorsto addressCybersecurity
and this will createan opportunity for EU Industry.

ÅPublic usersform a significantpart of the EU End User marketin sales terms(at 
least 31%) and sopublic procurementpoliciescan significantlyinfluence the 
Cybersecuritymarket. 

ÅWhilethe USA is the 9¦Ωǎmain competitor in global markets(followedcloselyby 
China), China followedby the US is the main competitorto EU suppliersin EU 
marketsand specificallyin the smallerEU countries. 
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CIMA 2018 Update : Imports by Country of Origin per EU MS
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