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Objective

Provide EU Commission independent
and unbiased industrial cybersecurity
strategy

A Survey cybersecurity markets and quantify the European industry
and service sectors in this ICT product and service portfolio

A Survey the import and export flows of cybersecurity products.
Who are the large exporters and who are their clients?

A Survey the cross border trade flows in the European Union




Cybersecurity Spending likely exceeding Cybercrime

blle
Cyber Security 204 Co

Insurance

Outsourced/Man Training &
ancy aged Serwces Educatlon

System Recovery
& Data Cleansing
15%

Anti Malware

Identlty & Access

A Cybersecurity Economic Trade (Sales)

A Cybercrime costs the global economy $450 billion amounted to U650 bil
(Hiscox Insurance, 02/2017) | A Biggest Spent is Situational Awareness

A Cost to the global economy of cybercrime has and Intrusion Detection
been estimated at $445 billion a year (World A Onlyjustover500 mio was S pen
Economic Forum, 02/2017) training and education

© Leaders in SecurityLSEG, CIMA, 2019, PublicClosed User Group Distribution, 4p Source: LSEC, 2018



Global vs EU Cyber Market 2014 through 20%6ending

605,204 157,974

212,954 134,589

420,102 110,226

Sales EURm 2014 Sales EURm 2015 Sales EURm 2016 Sales EURm 2014 Sales EURm 2015 Sales EURm 2016

A Global market value of EUR 605bn in 2t@EU market value of EUR 158bn in 2016

A 18% increase from 2015, compared with 17.4% increase from 2015, compared witt
an increase of 22% between 2014 and an increase of 22% between 2014 and 20

2015 A EU accounts for 26.3% of global market

© Leaders in SecurityLSEG CIMA, 2019, PublicClosed User Group Distribution,5p Source: LSEC, KMatrix 2017 .




Global Cyber Spending ViepEurope v&iRoW

Market Market Market

Country Ranking 2014| Share % 2015| Share % 2016 | Share %
USA 1 108,082 6 253 12232942 252 1528410 25 3
China 2 35821.3 9.2 48,770.4 2.1 R4 46842 2.0
Japan 3 AEITEE a4l 420143 5 & 50,2880 52
200000 Germany 2 234318 re| 259E5e 5.8 3426803 57
1%058 f LK g 21597.8 51| 288981 5.2 31,9497 T
131,285 India 8 17 849 F 22 215128 42 250702 41
France 7 16448 4 23 19 8857 23 23,3022 EE
ttaby 5 14,127 .8 3.4 17.291.4 3.4 18,9087 232
Canada z 22951 2.2 11,248.1 2.2 12,1825 2.2
Spain 10 BEET.T 20 10,251.8 20 11,9430 20
Br azil 11 TEITH 1.8 2,055 3 1.8 10,4382 1.7
Russia 2 70928 1.7 54749 1.7 27522 1.8
Taiwan 13 £ 8062 1.3 7.301.7 1.4 2,380 3 1.5
Australia 14 8,105.3 1.5 T.A3E 1.4 5E2E0 1.4
Mexioo 15 2599 F 1.2 £ 828 1.1 87220 1.1
Fakis tan 18 25126 0.8 2181 2 0& 6723 1.1
19 731 Metherlands 17 4F28 2 1.1 5 5203 1.1 8,485 1 1.1
10,123 . South Africa 15 4508 8 1.1 5,581 .3 1.1 8,4152 1.1
—_ South Kores 15 4.451.4 1.1 5 2825 1.0 8,026 .4 1.0
Indones ia 20 42268 8 1.0 £ 0587 1.0 58168 1.0

Oceania Africa Europe Asia Americas
* Qverall, the top 10 countries accounted for 69% of
Cybersecurity sales in all three years and the top 20
countries accounted for 82%.

© Leaders in SecurityLSEG CIMA, 2019, PublicClosed User Group Distribution,6p Source: LSEC, KMatrix 2017




CyberSecurityndustry Market Analysis 2018 : Global

A Cybersecuritynarketis globallya EUR 600 billiomarket that is
expectedto growin the nextfive yearson averageby approximately
17% interms of salesnumberof companiesandemployment The
largestmarketis North Americafollowedby Asia and Europe.

A Lookingat global sales figures tHgSAis the dominant country
(25.3% of global sale®)llowed by China (9%), Japan (8.3%) and
Germany (5.7%). In Salesmsthe EU (hcludingthe UK)
represented26% of the globamarketin 2016 abovethe USA,
makingthe EU the singleéargestCybersecuritynarket in the world
when accountedfor as a singlenarket.




EuropeanSpending in Producend Services Breakdown

Encryption _ Cyber Co _Outsourced/Managed _Training & Education
2% Mobile _ Serv es 0%

) 2%
Cyber Security — )
Insurance s
3%

System Recovery &
Data Cleansing
13%

© Leaders in SecurityLSEG CIMA, 2019, PublicClosed User Group Distribution,8p

A Majority of the spendingn infrastructure and
intelligence(situationalawareness)

A More mature marketsspendmore indetection
and prevention, lessmature marketsspend
more inincident managemenandrecovery

A Trainingand Educationonly accountfor 500 m
EUR

A Productsandservicesheavilyfragmented(over
1100categorieqlevel 5)

A Continuedgrowth from all product and services
categories strongestgrowth still from top
domains(Infrastructure Application Security,
SituationalAwareness)

Source: LSEC,KMatrix 2017




CIMA 2018 Update

A Fromboth a salescompanyand employmentperspective,
Situational Awarenesdhas been theargestCybersecuritymarket,
followed by Infrastructure and Application Secur#gending The
globalCybersecuritynarkethasgrownrapidlyacrossall sub-sectors
over the last 3/ears varyingfrom 5% for Training and Education to
25% for Identity and Access and (@utsourced ManagedServices
In 2015/16,with the numberof globalcompaniesandemployment
growingat similarrates.EachCybersecuritysub-sectoris forecastto
continuegrowingrapidlyat asimilarrate (@bovel0% pemnnumout
to 2021)apartfrom Training and Educatiomhichis forecastto grow

at a rate ofjust above5%.




Cyber Security Spending per EU Country
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Cybersecurity Industry Market Analysis : Europe

A The EWCybersecuritynarkethasgrown rapidlyacrossall sub-sectors
over the last 3/ears varyingfrom 4% for Training and Education to
26% forEncryptionin 2015/16,with the numberof EUcompanies
and EUemploymentgrowingat similarrates.EachCybersecurity
sulsectoris forecastto continue growingrapidly at asimilar rate
(above 10% perannumto 2021)apart from Training and Education
which is forecastto grow at a rate ofjust above5%.Infrastructure
(19%) SituationalAwarenesg17%) and Application Security (17%)
are thelargestEUsub-sectorsin salegerms.




European Landscape continued

A Europeis the location for thecorporate headquartersof 14%of the
top 500 globalCybersecurityroviders,comparedto 75% for the
AmericagNorth and South), 7% faésraeland 4% for Asia.

A Cybersecurityactivities and companieshave notemergedsolely
from the ICTsector, but from acrossa range ofmarket sectors
Lookingat the sectorsinvolvedin deliveringCybersecurityproducts
and services for the EU in 2013,%o0f the sales valueriginates
from companieghat are solelyinvolvedin the Cybersecuritysector
22%originatesfrom companiesvhosecorebusinesssICT, 19%
originatesfrom companiesvhosecore businesss Defencé
Aerospace and 13% frooompaniesvhosecorebusinesss Securiti.




EU Cybersecurity Industry Market Breakdown*

Security

Defence
Insurance

19%

Academic

Other

22%

ICT 31%

Cyber

Anti Malware

22%

18%

Cyber Insurance

Mobile

21%

18%

12%

41%

14%

38%

Application Security Business Continuity

17% | 16% 4% | 149
S | e ]
27%
25%
33% 29%
Encryption Identity & Access Based Services
15% 18%
10% 10%
25% -] 20% ]
41% 44%

Outsourced/Managed Services Situational Awareness

18%

12% 20% 18%
21%
P | |
27%
30%
44%

Academic Cyber Defence ICT  Minsurance  [llOther Security

Cyber Consultancy Services

259% 16%
|
25% 25%
Infrastructure
2t 15%
I |
28%
29%

System Recovery & Data Cleansing

2184 18%
|
25%
28%

*rely on some subjective assessments of company core activities and estimates of the proportion of revenues relatingéa@igber

© Leaders in SecurityLSEG CIMA, 2019, PublicClosed User Group Distribution,18

Source: LSEC, KMatrix 2017




EU Market Growth Potentigl 2016¢ 2020 (CAGR In %)

18.5 19.0

17.8

2016 2017 2018 2019 2020 2021

© Leaders in SecurityLSEG CIMA, 2019, PublicClosed User Group Distribution,1p Source: LSEC, KMatrix 2017



CIMA 2018 Update : EU BEx@aomm: Publicg Private- Import

A 16 end usecategories baseduponthe Cybersecuritynarketflows. The EU End
Usermarketsin salegermscomprisePrivateusers(45% of sales), Publitcsers
(31%) Yy Btheré usersd H p": 0 Othets Bagggoryislargebecauset includes
retail activities(10%) and usattributable activities(10%). The Publsector
Cybersecuritynarketrangesbetween24% (Germany) to 48% (UK.

A The EU imports EUR 8.5 billion fromatside the EU whichis approximately
5.3% of the total ElCybersecuritynarketin 2016 The percentage of imports
Into eachMember State fromwithin the EU (a®pposedto outsidethe EU)
variessignificantlyby country, from 17% for the UKroughto 53% for France
(2016 figures)Member States onaverageimport 30% ofproductd services
from other EU countries and 70% frowutsidethe EU their EU imports range
from 20% forEncryptionand Outsourced ManagedServiceshroughto 32% for

SituationalAwarenesand SysteniRecoveryand DataCleansing




European Perspective End User Breakdown

Financial Services Chemicals & Pharma

Communications Eaucation
y ‘ -duc

Emergency Services =

Manufacturing

Transport & Logistics

Food &
Agriculture

Commercial
Facilities

Government 32%

Facilities

Waterr 4% a5
Utilities - : Y
o3 4%

Information
Technology | 7%

24%

“«
Defence Industries u
7

Other

Public

© Leaders in SecurityLSEG CIMA, 2019, PublicClosed User Group Distribution,16

Public

Other

Defence Industries
Information Technology
Waterr Utilities
Government Facilities
Commercial Facilities
Food & Agriculture
Transport & Logistics
Manufacture
Emergency Services
Comms

Financial Services
Healthcare
Construction

Other Utilities
Education

Chemicals & Pharma

48,831
38,842 A
10,468
6,107 A
5,733
5,607

5,241

4,444

4,276
A

4,276

4,123
3,002
2,970
2,446
2,316
2,181

2,083

Source: LSEC, KMatrix 2017

4,979 A

32% Public

68% Private, of
which 24% is
unattributed

449% relates to 16
Industries

Public % varies
between 2543%
across the EU




CIMA 2018 Update : Country Reporsermany

Key Facts Trade Flows, Sales and Domestic Market EURM Employment & Companies Forecast Growth Rates %

Date : 2015 34,261 32,747 101 10.5 20.1 20.5 21.0

Country : Germany 215,523 12,755 -

Sales EURm : 34,260.9

Companies : 12,755 3,268 1,754

Employees : 215,523

Sales EURmM Exports EURm  Imports EURm Market EURmM Employees Companies 2016 2017 2018 2019 2020
Key Values by Sub Sector
Anti Malware 771,683 83
Application Security 7,999 230 7,012 47,735
Business Continuity 2,240 168
Cyber Consultancy ]439 66
Cyber Security Insurance ]BGU 205
Encryption 460 43
Identity & Access 71,668 144
Infrastructure 8,492 215 8,463 21,272
Mobile 576 56
Cutsourced/Managed Services :|454 50
Situational Awareneass 6,435 1,072 39,043
Systemn Recovery & Data Cleansing 3,332 Q30 2,807
Training & Education 23 il 24 3.9
Sales EURmM Exports EURmM Imports EURmM Market ELURmM 2016 Growth % Employees
Measures

Exports EU/ Non- EU

B Mon-EL EU

France

Exports by Country EURm

UsA

Ttaly

164.0 159.2 157.5

Austria  Metherlan  China

ds

Imports EU/ Non-EU

HEeu  EmMon-EU

434.1

China

Imports by Country EURm

412.9

USA

France

Itaby

UK Brazi

© Leaders in SecurityLSEG CIMA, 2019, PublicClosed User Group Distribution,1j




CIMA 2018 Update : Country Reporigance

Key Facts Trade Flows, Sales and Domestic Market EURM Employment & Companies Forecast Growth Rates %

Date : 2018 23,302 23,054 17.3 17.8 18.2 18.7 19.0

Country : France 146,086 8,470

Sales EURm : 23,302, 2

Companies : 3,475

1,351 1,103
Employees : 145,086
Sales EURm Exports EURmM  Imports EURm Market EURm Employees Companies 2016 2017 2018 2019 2020
Key Values by Sub Sector
Anti Malware | la3o 33
Application Security 3,713 a5
Business Continuity 2,587 54
Cyber Consultancy ]23? 34
Cyber Security Insurance :|624 33
Encryption 275 24 22.7
Identity & Access 1,004 75 20.9
Infrastructure 5,461 166
Mobile a3z 23
Outsourced/Managed Services ]265 25 24.4
Situational Awareness 5,285 425
System Recovery & Data Cleansing 2,514 361
Training & Education 17 3 5.6
Sales EURM Exports EURmM Imports EURM Market EURmM 2016 Growth % Employees
Measures
Exports EUf Non- EU Exports by Country EURm Imports EU/ Non-EU Imports by Country EURm
146.4
126.0
3271
202.9
113.4 90.5
51% .
69.9 42.6
Germany Ttaly USA Belgium Spain  Metherlan ]
EU  [Non-EU ds [EU  MMon-EU Germany USA China Itahy UK Japan

© Leaders in SecurityLSEG CIMA, 2019, PublicClosed User Group Distribution, 18




CIMA 2018 Update : EU EX&aammg EUCompetitveness

A Cybersecurityctivitiesand companieshaveemergedfrom a range omarket
sectorswhere Europeis strong(ICTdefenced aerospaceandsecurity) ¢ this
offersfuture opportunities.

A TheDigital SingleMarket will promote Cybersecurityn the EU. Th&lIS
directive will stimulate EUcriticalinfrastructuresectorsto addresCybersecurity
andthis will createan opportunity for EUIndustry

A Publicusersform a significantpart of the EU End Userarketin salegerms (at
least 31%) ando public procurementpoliciescansignificantlyinfluence the
Cybersecuritynarket

A Whilethe USAsthe 9 ! @dincompetitorin globalmarkets(followed closelyby
China), Chinfollowed by the USsthe maincompetitorto EUsuppliersin EU
marketsandspecificallyin the smallerEU countries.




CIMA 2018 Update : Imports by Country of Origin per EU MS
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