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Key propositions for cybersecurity cooperation Europe - Japan

Human and technical cooperation SME-oriented

Cyber-threat
information sharing Q E\ Support of SMEs
Technical lead
Data sharing privacy

and legal framework
, ‘ O loT enhancement and usage
EUNITY

Cybersecurity training
and awareness Support of big data, smart
city and industry 4.0

International communication

Key organizationsfor leading
cybersecurity activities ? Support of roboticsand

Alin cybersecurity

Summary of cybersecurity challenges Europe - Japan
: Area '_&

Laegal and policy

ELROPE + Cyber-defence: lack of cooperation with palicy and third parties;
- = Criminal law: different law provissons and treaties

& Aland loT software: lack of security and need for certification
JAPAN »  Lack of cybersecurity accelerators and academic cybersecurity centres;
| - s Lack of contractual public- private -;.l.|r1||-'="\.!'::p

# Cross fertilization: need to interoperate additional features of IT systems

9‘ Research and innovation

EUROPE ¢« Growth of spam, web-based attacks, ransomware and botnets;
_ »  New frontiers of R&|: cryptocurrencies, blockchain, loT and Al;
®  Threats to trust management in the digital society;
JAPAN »  Cyhersecurity integration with different areas of expertise (e.g. human,
[ ® design, etc.)

= Holistic security expertise;
= Cybersecurity education;

Area adm
* |ndustry and standartization
EUROPE = Cybersecurity market controlled by global supgliers with headquarters
- pulide of Europs;;
s Evropean industrial policies not yet addressing specific oybersecurity
IESLHES,

e+ Established standards and processes for deploying business models or

new technologles;
JAPAN »  Low mability of experts across technology suppliers and adopters;
. - -“-"J;‘ul"a latest techn l:lk,'-gf I‘.l-'.fo". available to all type of compan|es;
- 'Jiffh'. ultias far Qrganmization o Jﬂﬂpl l:'r'hl'."f FRCUrty natura h' r thair business:

Cooperation opportunities

_ Cyber-threat information sharing

Difficulty to share information

Context No common legal framework

Design and development of methodologies, tools and data format
Assurance of data exchange and harmonization of legal frameworks

_ Data sharing privacy and legal framework

Administrative requests and complex additional work
Public and private partners under the same umbrella

Scope

Context

Creation of tools and processes in a common platform for European and Japanese
Definition of privacy-preserving and data-centred security for data sharing

_ Cybersecurity training and awareness

Employees are usually considered the “weakest part of the chain”
Trainings should not only look at the Europe-Japan relationship

Scope

Context

Creation of coordinated training programs for legal, research, education and
Scope industry between the two regions
Courses for development of strong trained experts

Key organizations for leading cybersecurity activities in both areas
Context Shared organizational and certification mechanisms
Permanent authority with scope and mandate on both territories
Selection of two permanent authorities that lead cybersecurity discussions
Scope ) L L -
Creation of joint activities, policies and networks of competences
\") Support of SMEs
Problems for finding the right cybersecurity tools
Context o
Difficulty to access common market
Scope Creation of a platform for SMEs for accessing cybersecurity solutions
P Easy access to funding opportunities in both areas and as joint participation
\Y| loT enhancement and usage
Need for a common perspective for supporting capabilities of service providers
Context ) . .
Technical regulations, universal protocols and standards
Scope Development of loT cybersecurity information database and information sharing

Creation of common protocols and policies for trusted usage of loT devices

VIl Support of big data, smart city, and industry 4.0

Digitally transforming businesses, impacting different critical areas

CeriEp Need for common data systems that allow free exchange of information
s Creation of processes and tools for integrating cybersecurity
cope ) . )
Research and integration of human-oriented approaches
Vi Support of robotics and Al in cybersecurity
Policy and legal systems are not mature enough yet
Context ) . . .
Need of ethical recommendations in the two regions
Scope Definition of common cybersecurity principles and rules for enabling a safe

usage of Al in different technologies



