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Morris Worm and the first CSIRT was made

November 1988

Sunday Monday
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CSIRT’s mission

B Provides a single point of contact (POC)
— Info@jpcert.or.jp for reporting incident
— office@jpcert.or.jp for general contact

B Assists the constituency and community in preventing and handling computer
security incidents

B Share information and lesson learned with other CSIRT / response teams and
appropriate organizations and sites.

No Accreditation or Certification body for CSIRT
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Incidents (Apr 2017 - Mar 2018)

B Reported Incidents source:
ttps://www.jpcert.or.jp/ir/report.html
— Incoming Report

18,141

— Incoming Incidents

18,768

B Coordinated Incidents
8,891

Incidents by Category

[ Malware 1.6%
DoS / DDoS 0.1%
Control system 0.4%
i 0
2010 2011 2012 2013 2014 2015 2016 2017 MISC 198 /0
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Wide range of cooperation (per CCTLD)

« Coordinated with 130
countries during last 7
years

« Composition?
1. US
China
Hongkong
Germany
Taiwan
Brazil
Singapore
France
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2011

Number of CCTLDs JPCERT/CC
coordinated with

64
| I I I

2012 2013 2014 2015 2016

80

2017




International and Regional Collaborative Activities
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Challenge 1: Role of Tech community for Attribution
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AO 9] (Rev. 11/11) Criminal Complaint .
1 ( A\
UNITED STATES DISTRICT COURT & W= 07

for the

Central District of California

United States of America |

V.

PARK JIN HYOK, also known as (“aka™)
“Jin Hyok Park,” aka “Pak Jin Hek,”

“¥y18-1479

Defendant.

CRIMINAL COMPLAINT
I, the complainant in this case, state that the following is true to the best of my knowledge and belief.
Beginning no later than September 2, 2014 and continuing through at least August 3, 2017, in the county of Los

Angeles in the Central District of California, the defendant violated:

DOJ criminal complaint against an alleged spy for the
North Korean goverment
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US-CERT

UNITED STATES COMPUTER EMERGENCY READINESS TEAM

12112018 12:55 02%4 ;
‘!

HOME ABOUT US CAREERS PUBLICATIONS ALERTS AND TIPS RELATED RESOU

. . A joint effort of the Computer Emergency Response Team of Ukraine (CERT-UA)
GRIZZLY STEPPE - Russian Malicious Cyber; | . e e o
and the Foreign Intelligence Service of Ukraine revealed new modifications of

The information contained on this page is the result of analytic effort : 2 = : :
Control System Users (DHS) and the Federal Bureau of Investigation (FBI). The joint DHs Pterodo malware in computers used in Ukraine's state agencies, which
Information for industrial control systems  tactics, techniques, and procedures used by Russian government ¢ indicates that preparations are likely underway for a massive cyber attack.
owners, operators, and vendors. enable network defenders to identify and reduce exposure to Russi:

Government refers to as GRIZZLY STEPPE. r

National Cyber

> |Security Centre
a part of GCHQ

Search

Guidance @ Threats Incident Management Marketplace Education & Re

Home

B CSIRTs are accusing others
Additional information:

Russia's malicious cyber
activity

Created: 16 Apr 2018
Updated: 16 Apr 2018
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Challenge 2: Normative approach

Internet
anemance

GLOBAL COMMISSION

ON THE STABILITY OF CYBERSPACE

G/ %2018

CHARLEVOIX
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Challenge 2 Normatrve approach

11 recommendation of UNGGE Report (July 2015)

(k) States should not conductrorskmowingly support activity to harm
the information systems CSIRTs of another State.

State should not use CSIRTs to engage In malicious international
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Our Future

BInformation sharing among
CERTs/CSIRTs will become harder

BmShared value, individual trust is key to
overcome




