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Morris Worm and the first CSIRT was made
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CSIRT’s mission

Provides a single point of contact (POC)

— info@jpcert.or.jp for reporting incident

— office@jpcert.or.jp for general contact

Assists the constituency and community in preventing and handling computer 

security incidents

Share information and lesson learned with other CSIRT / response teams and 

appropriate organizations and sites.

No Accreditation or Certification body for CSIRT

mailto:info@jpcert.or.jp
mailto:office@jpcert.or.jp
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Incidents（Apr 2017 - Mar 2018）

Reported Incidents

— Incoming Report

18,141
— Incoming Incidents

18,768
Coordinated Incidents

8,891

Source: 

https://www.jpcert.or.jp/ir/report.html
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Incidents by Category

Category Ratio

Scan 52.3%

Web Defacement 6.7%

Phishing 18.8%

Malware 1.6%

DoS / DDoS 0.1%

APT/Targeted Attack 0.2%

Control system 0.4%

Misc 19.8%



Wide range of cooperation (per CCTLD)

• Coordinated with 130 
countries during last 7 
years

• Composition?
1. US

2. China

3. Hongkong

4. Germany

5. Taiwan

6. Brazil

7. Singapore

8. France
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APCERT

EGC
TF-CSRIT

AfricaCERT

APEC-TEL

PacCERT
PACSON

GFIRST

FIRST
NatCSIRT

CLARA WG-
CSIRT

LACNIC
OAS

International and Regional Collaborative Activities

OIC-
CERT

ASEAN CERT
ANSAC
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Challenge 1: Role of Tech community for Attribution
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DOJ criminal complaint against an alleged spy for the 
North Korean goverment
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CSIRTs are accusing others
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Challenge 2: Normative approach
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Challenge 2: Normative approach

• 11 recommendation of UNGGE Report (July 2015)

—(k) States should not conduct or knowingly support activity to harm 
the information systems CSIRTs of another State. 

—State should not use CSIRTs to engage in malicious international 
activity.
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Our Future

Information sharing among 
CERTs/CSIRTs will become harder

Shared value, individual trust is key to 
overcome


